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Decision/action requested

This TDoc is for information purposes only
2
Description
There have been two conference calls on IPX Security, one on December 14th 2017 and one on January 12th 2018. The conclusions from the conference calls have been shared over email, namely on December 19th 2017 in the thread "Agenda IPX Security Conference call" and on January 12th 2018 in the thread "Conclusions from IPX Security Call 2". For convenience sake the conclusions are repeated here again.
3
Conclusions conference call 1
Summary:

-
General agreement on Nokia / DT document clause 4.2.2 [included below] and way forward. Wording is up for discussion.

-
Integrity protection e2e: This will be between PLMNs in phase-1

-
Confidentiality protection e2e: This will be between PLMNs in phase-1

-
SEPP will be the security termination point for PLMN to PLMN security.

-
Broader look at the security solution for SBA, and IPX security. Ideally they would work the same way. 

*** Excerpt from Nokia / DT document ***
4.2.2 Proposal for prioritization of IPX Security work for Phase 1

It’s our recommendation that we implement the following tasks for Phase 1:
Task 1: 
Define SEPP and its functionality

Task 2:
Define a mechanism/protocol to protect JSON IEs at the application layer.

Task 3 (simplified): 

a. Integrity protect ALL IEs e2e. This would eliminate the need to identify and categorize IEs in phase 1. 

NOTE: The implication of this is that in phase 1 there is no support for intermediate nodes in IPX network to manipulate IEs that are in transit. 

b. Confidentiality protection is mandated ONLY for Authentication vector IEs.

Task 4: 
Implement sub-tasks a and b only. i.e. Come up with a protection scheme that’ll provide e2e confidentiality protection for AVs and e2e integrity protection for ALL the fields

NOTE: The implication of only implementing a and b is that in phase 1 there is no support for intermediate nodes to manipulate IEs.

Task 5:
Determination of where to implement e2e security – in SEPP or in individual NFs

Task 6:
Key distribution and management aspects. 
TBD: Investigate further whether this task can also be phased with a very simple approach in phase 1 possibly based on pre-configured shared symmetric key between two PLMNs.
Rest of the tasks identified in clause 4.2.1 are deferred to phase 2.

*** End Nokia / DT document ***
4
Conclusions conference call 2
1)
Send LS’es to CT4:

a)
One for SUPI and other sensitive data in the URI.

i)
Take Nokia’s proposal as a base. Ericsson modifies and adds text.

ii)
Request from BT: Keep ‘privacy over the interconnect’ term.

b)
One for general questions about N32.

i)
SA3 puts the marker down and sends a security guideline to CT4.

ii)
DT prepares. Commenting papers by Wednesday.

2)
At the minimum, SA3 should work towards a basic framework for application layer security

3)
TLS between SEPPs should be considered as the fall back option in case SA3 is not able to complete the application layer security in time.
